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Laws and Ethics in Cybersecurity
The process of reporting security flaws in software and hardware is referred to as a vulnerability disclosure (Pupillo, Ferreira, & Varisco, 2018). Vulnerability disclosure by an independent user such as a cybersecurity researcher is essential as it helps in identifying the flaws and recommending ways of solving the flaws. However, many stakeholders have different preferences on how vulnerability should be disclosed. As an independent researcher, the vulnerability disclosure should follow a given process, which is according to the law and ethics. In this regard, the independent researcher should not publicize the flaw before informing the vendor. As such, the independent user must first establish the vulnerability and its potential impacts. The researcher is then expected to create a vulnerability advisory report, together with the evidence and the full disclosure timeline, which is securely submitted to the vendor. It is unethical to publicize the report before informing the vendor (Pupillo, Ferreira, & Varisco, 2018). 
The law and ethics require the researcher to allow the vendor reasonable time for investigating and patching the vulnerability as per the advisory full disclosure timeline (Pupillo, Ferreira, & Varisco, 2018). After the vendor has made available the patch, the independent user is then allowed to publish a full report that describes the vulnerability in details, the impacts it has and the resolution that the vendor has taken to address the issues.
The legal obligation of the government
The government has the legal responsibility of properly disclosing the security vulnerability if they come to know it (Schwartz & Knake, 2016). The governments, especially the US government has come up with a detailed process known as the Vulnerabilities Equities Process (Schwartz & Knake, 2016). This is the US government’s policies which offer guidelines on how the government reviews and coordinates the closure that it learns about or creates. As such, the government has the responsibility of considering how and when to disclose the vulnerability it has learned of to the company so that the developer can fix it as soon as possible (Schwartz & Knake, 2016).
The governments can corner some of the vulnerabilities so that it gives it advantages, which it can use to hack into other systems in times of adversities (Scheiner, 2015). This is mainly done as a means of defense which gives the government an upper hand when dealing with terrorists and hackers. However, the government is purported to be only hoarding zero-day vulnerabilities (Scheiner, 2015).
Legal Obligations of Companies about attacks their Systems
Over the past decades, attacks on companies’ systems have increased (Katten, 2015). As such, it is the legal obligations of companies to designate a particular senior employee with privacy and security management oversight responsibilities (Katten, 2015). Companies have specific obligations of ensuring that it identifies most, if not all, the foreseeable cybersecurity risks (Katten, 2015). The companies should, therefore, have policies and procedures which help in avoiding, detecting and responding to cybersecurity breaches and attacks. Companies also have the obligations of ensuring that all its staff is trained to identify and react to cybersecurity breaches and attacks.
In the same way, companies must test the cybersecurity policies regularly and engage in frequent updates of their cyber-security policies to avoid attacks. Besides, the companies are expected to conduct vendor due diligence to ensure that the vendors do not plan the attacks. The company is required to notify its customers of the attacks in the system, and the potential effects of the attacks, describing whether the customer information was accessed and the actions are taken to mitigate and avoid such in the future (Katten, 2015). Companies should disclose the attacks to both the government, the users affected by the breach as well as the investors.
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